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OBKMN:EBS:=H >LM:K >F HNKABRKMN:EBS:=H
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Specify Service

Select one or more objects for the service field of the firewall rule

Qbject Type: Service -

Q Q -

Available Objects Selected Objects

Active Directory Server * v [] MyApp

Active Directory Server LDP 1

AD Server [

CIM-HTTF

CIM-HTTPS

COCM Java Object Cache port

DHCP-Client

RN E
i

-

370 items 1 items

Mew Sernvice...

Cancel
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This rule set has unsaved changes. Click on Publish Changes button to start deploying or click Save Changes to save this configuration.
Publish Changes Revert Changes Save Changes Update Changes

General . Ethernet -artner security services

(4 b 4
Name Ruls Il
» m Flow Monitoring & Trace Flow Rules-Disabled by Default (Rule 1) c £
v m Customer DB-app (Rule 2 - 4) o
&2 EXT to Web  any " Web-tier | HTTPS Allow (i ]
&3 Web to App o ” Wab-tier s App_Tier_L ] MyApp Allow (3]
App to Database i App_Tier_L s DB _Tier_L : Allow (i ]
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(&) vSphere Web Client & [ F

« & https://webapp.corp.local g

(CJ Admin ﬁe‘.er - Region A glj vRealize Log Insight vRealize Operations [ Customer DB A
p—

Q
=

Hands on Lab - Multi Tier Application

Success - The HITPS web server is able to communicate with the application server o
TCP port 3306 !

You have accessed thus application via web server:

172.16.10.11 web-01a

Customer Database Extract (found 20 records)

[nitech 225 Initech Way 480-1020 | 08/28/1998
ACME Imports 850 Mam Street 555-8964 | 02/28/2001
MicroCorp 1134A Nautilus Blvd 408-6777 | 07/31/2003
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Move

Size
=  Minimize
g  Maamize
x  (lose Alt+-F4

Event Log

Saved Sessions ¥
Change Settings...

Copy All to Clipboard
Clear Scrollback
Reset Terminal

- 9GH9 89 D=B; 9BHF9 75A585G
QI>KBF>GM> >Q><NM:K H IBG@ >GMK @N>LM 1(L =H IEB<:MBOH => <:F:=L
(6G9FJ5ZYC @9A6F9 G9 89 IG5F 5 CDzYC, ' - 1-
)=B; K96 5
ping -c 2 172.16.10.12
)=B;5DD 5
ping -c 2 172.16.20.11
)=B;86 5

ping -c 2 172.16.30.11

*L IBG@L G]H L]JH I>K FBMB=HL > ?.EAK]JH IHIN>H $ (+ G]H _ I>K FBMB=H >GMKF.=:L
HN >GMKHL F>F;K HL => NF: F>LF: <:F:=: >F LN:L K >@K:L .>FI>K FBMBKH$ (+
>GMK.L <F:=L :@HK::K >@K: I:=K]H ;EHJIN>:K[ MH=HL HL HNMKL MK[?>@HL
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(BGBFBS> : L>LL]H =H + N/ /4 I:K: P>;

PING 172.16.10.12

——— 172.16.10.12 ping =statistics —--—-
2 packets transmitted, 0 receiwved, 100% packet losz, time 11000ms

[root@web-0la ~]#fping -c 2 172.16.20.11 -
PING 172.16.20.11 3=

——— 172.16.20.11 ping =statistics —-—-
2 packets transmitted, 0 receiwved, 100% packet losz, time 11000ms

[root@web-01la ~]1
PING 172.16.30.11

yees o ta.

——— 172.16.30.11 ping =statistics —-—-
2 packets transmitted, 0 receiwved, 100% packet losz, time 11000ms

[root@web-01a ~1%# ]
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NSX Edge

192.168.100.0/29
Web Web [ i 1
Wi Vi s :
App A
Wi
4 ‘ | 172.16.10.0/24

DB |
Vi
y iy 172.16.20.0/24
Fw

n 172.16.30.0/24

192.168.250.51 VTEPS 192.168.250.53 182.168.150.51 192.168.150.52

Compute Cluster B Management & Edge
Cluster

Compute Cluster A
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